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Preface

The Defense Advanced Research Projects Agency (DARPA) developed
the Programming Computation on Encrypted Data (PROCEED)
program to improve efficiency of algorithms that carry out computa-
tions on encrypted data without having to decrypt the data themselves.
These algorithms would allow multiple users to contribute proprietary
data to perform analysis without worry that the data themselves will
be exposed, either to each other or to a third party. RAND investi-
gated the concept of a secure, shared database of satellite anomalies
as a potential use case for DARPA’s PROCEED program. In particu-
lar, we were interested in whether such cryptographic techniques as
secure multiparty computing could contribute to enabling a securely
shared anomaly database that would be useful to the satellite operator
community.

Satellite anomalies are mission-degrading events that affect on-
orbit operational spacecraft. Every satellite experiences anomalies at
some point during its operational life cycle, with degrees of severity
ranging from gradual degradation of solar panel efliciency to complete
and sudden loss of contact or mission failure. Most satellite owners
keep track of satellite anomalies for their own systems, but many
closely guard anomaly data from disclosure to others. Those tasked
with investigating the causes of severe or recurrent anomalies would
benefit from greater awareness of whether other satellites are also expe-
riencing anomalies while under similar conditions.

This report describes the nature and causes of satellite anomalies
and discusses the potential benefits of a shared database of anomalies for
use by the satellite operator community. It also suggests cryptographic



methods that may encourage the secure sharing of satellite anomaly
information while addressing the concerns of those organizations that
consider their satellite information proprietary. The findings presented
here should be of interest to government agencies working with satel-
lite data (especially the National Aeronautics and Space Administra-
tion and the National Oceanic and Atmospheric Administration), the
Department of Defense, federally funded research and development
centers, and satellite owners and operators in the commercial sector.
This research was sponsored by DARPA and conducted within
the Acquisition and Technology Policy Center of the RAND National
Defense Research Institute, a federally funded research and develop-
ment center sponsored by the Office of the Secretary of Defense, the
Joint Staff; the Unified Combatant Commands, the Navy, the Marine
Corps, the defense agencies, and the defense Intelligence Community.
For more information on the RAND Acquisition and Technol-
ogy Policy Center, see http://www.rand.org/nsrd/ndri/centers/atp.html
or contact the director (contact information is provided on the web

page).
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Summary

Satellites in Earth orbit represent a critical component of society’s
modern infrastructure. Failure of a satellite, or even of a particular sub-
system, can significantly affect capabilities on which the civil, defense,
and commercial sectors have come to rely. Most satellite owners moni-
tor the health of their systems and keep track of any unusual problems
their spacecraft experience. These “satellite anomalies” are defined, for
the purposes of this study, as any mission-degrading events affecting
on-orbit operational spacecraft. Examples include onboard computer
errors or failures, malfunctioning attitude control systems, loss of radio
contact, the degradation of solar panel efficiency, and many other
mechanical or electronic symptoms. Most satellites experience anoma-
lies of varying severity throughout their lifetimes. The root causes of
these anomalies may include manufacturing and design flaws in satel-
lite hardware and software, extreme space weather events that affect
the intensity of electromagnetic radiation and density of charged par-
ticles in the satellite’s environment, impacts with micrometeoroids or
space debris, operator error, regular wear and tear from exposure to the
plasma environment of space, or interference by human technological
activities, either intentional or unintentional.

Since many threats to a satellite’s mission first manifest them-
selves as unexplained anomalies in the telemetry, operators tend to
track these anomalies in their own databases of detailed satellite
status information, which many operators consider proprietary or
classified. They may make efforts to investigate the cause of these
anomalies if they are repetitive or significant enough to threaten the
satellite’s mission. In such investigations, a centralized and up-to-
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date shared database of anomalies experienced by many different sat-
ellites in a variety of orbital configurations could help provide context
and narrow down the potential causes of the anomalies. Investigators
could use the database to help determine, for example, whether the
problem they are experiencing is unique to their satellite or common
to many satellites at a given time or in a given region of space. This
could help inform whether the cause is a hardware defect, accidental
interference, purposeful attack, or a space weather event. However,
there are obstacles that inhibit satellite owners from the civil, defense,
and commercial sectors from developing such a database or sharing
information about their satellite systems with other groups.

This report explores how a centralized satellite anomaly data-
base could benefit the community of spacecraft operators, and how
the obstacles inhibiting the development of a shared database could be
partially overcome. To address these issues, we have conducted a litera-
ture review as well as discussions with subject matter experts on space
physics, engineering, satellite anomaly investigation, and the insurance
industry.

Our analysis resulted in the following observations:

* A centralized and standardized satellite anomaly database is
recognized by subject matter experts from the organizations
we contacted—including the National Oceanic and Atmo-
spheric Administration (NOAA), the Aerospace Corpora-
tion, and commercial companies—as a potentially valuable
resource for the satellite operator community. Such a data-
base would aid in anomaly investigations, hence reducing costs
and increasing efficiency. It could also contribute to the scientific
understanding of the real-world impacts of the near-Earth space
environment.!

* Asingle centralized database could offer advantages over mul-
tiple smaller ones. Multiple smaller databases currently exist, but

I This would be consistent with the scientific goals articulated by the National Science

Foundation’s Geospace Environment Modeling (2012) and the National Aeronautics and
Space Administration Living With a Star program (2012b).
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they tend to be either broadly available but incomplete, or highly
detailed but not broadly available. Individual satellite operators
may maintain their own internal anomaly databases, but these
multiple databases vary in accuracy and content. A centralized
database could reduce duplication of effort, while providing data
that is both detailed and broadly available.

The development of a centralized satellite anomaly database
that would be useful to the broad satellite community is hin-
dered by concerns about sharing proprietary information and
by a lack of dedicated resources for development and mainte-
nance. Concerns over sharing of proprietary information are per-
haps the most significant obstacle for companies in the commer-
cial sector. Commercial satellite operators have also articulated
that they might expect an organization like NOAA to provide
anomaly database analysis and curation as a government service.
However, the lack of resources for development and maintenance
is a problem in the civil and defense sectors of government, which
would likely include organizations that could serve as trusted
third parties or those that could develop the encryption technolo-
gies that could help address the privacy concerns associated with
sharing anomaly data.

Management of a centralized database by a trusted third party,
encryption techniques such as secure multiparty computing,
and differential privacy may help overcome inhibitions of
commercial satellite operators to share anomaly information,
thus contributing to greater benefit throughout the satellite
operator community. The application of these techniques to the
development of a securely shared satellite anomaly database is a
potential use case for the Defense Advanced Research Projects
Agency’s Programming Computation on Encrypted Data pro-
gram. One option would authorize a trusted third party to ingest
and manage the data provided by contributing satellite operators;
to categorize the anomalies; and to reveal information only in
aggregate, statistical form to avoid divulging proprietary identify-
ing information from the contributors. Candidate organizations
that could serve as a trusted third party include NOAA and cer-
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tain federally funded research and development centers that have
expertise in satellite anomalies and a lack of financial interest in
learning or disclosing proprietary information from contributing
organizations. Satellite insurance companies could also poten-
tially play this role, as they have an interest in maintaining the
data and in keeping them secret for their clients.

Another option utilizes cryptographic methodologies such
as secure multiparty computation and “differential privacy,”
enabling operators to contribute satellite anomaly information to
the database without worry of their proprietary information being
compromised. This may reduce or even eliminate the need for a
trusted third party in managing the database.

A slightly different option allows operators to contribute
only what information is necessary to describe elements of the
anomaly that would make them minimally useful to the com-
munity, while concealing the identity of the satellite, perhaps
including only time, type of orbit, and subsystem affected in the
anomaly listing.

Though they do not represent a complete solution to the
problem of securely sharing anomaly information for the benefit
of all sectors of the satellite community, these proposed methods
show promise and could be further developed to contribute to a
comprehensive solution.

* Automated “satellite as a sensor” methods for identifying and

cataloging anomalies may also reduce the workload of those
investigating satellite anomalies. Such methods rely on pattern
recognition algorithms that can automatically (or semi-automati-
cally) recognize and categorize anomalies in a satellite’s telemetry
data stream.

These observations and suggested methodologies may be useful

as organizations consider the benefits available from a shared data-
base, including improved success in anomaly investigation, enhanced

space situational awareness, increased efficiency of the aerospace indus-

try, and a better understanding of the near-Earth space environment
through empirical observations.
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CHAPTER ONE

Introduction

Satellite systems have become critical components of infrastructure
in the civil, defense, and commercial sectors. In the civil sector, gov-
ernment agencies and research scientists use satellite observations to
improve our understanding of the space and terrestrial environments
on a grand scale, with scientific targets ranging from the Earth’s surface
and atmosphere to the space environment of the solar system and the
most distant objects in the universe. They also use satellites to inform
practical policy decisions in efforts to improve the human condition,
with programs to monitor weather, natural and man-made hazards,
agricultural development, and the global impact of human activity.
The defense sector relies on satellites for communications, remote com-
mand and control, global positioning and timing, reconnaissance and
intelligence, and environmental monitoring to contribute to national
security and give warfighters a strategic advantage. The commercial
sector has become heavily dependent on satellites to provide the back-
bone of global communications. The unique vantage point available
from Earth orbit has enabled unprecedented efficiencies in global busi-
ness collaboration through communication, information distribution,
and fast electronic monetary transactions.

A significant portion of the world population has come to both
expect and rely upon technologies enabled by the more than 800 oper-
ational satellites in orbit today.! As our society relies more heavily on

1 The United States Strategic Command uses the Department of Defense (DoD) Space

Surveillance Network (SSN) of radar and optical telescopes to detect, track, and maintain
a catalog of all man-made objects in Earth orbit through the Joint Space Operations Center
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infrastructure in space, we must maintain awareness of the threats to
satellite reliability. Part of that awareness involves understanding the
phenomena that may result in a partial or complete failure of the sat-
ellite and its ability to provide critical services. The vantage point of
space provides many benefits, yet the space environment itself can be
extremely hazardous to modern electronics.

Many satellites encounter anomalous events detrimental to mis-
sion performance at some point during their operational lifetimes.
These “satellite anomalies” may be as minimal as a temporary error in
a noncritical subsystem, or as devastating as a complete mission fail-
ure. Hardware damage and software malfunctions, the typical mani-
festations of these anomalies, may occur because of a variety of causes,
including faulty equipment, the hazardous natural space environment,
impact with orbital debris, operator error, hostile actions by a malicious
actor, or even unintentional interference from another satellite trans-
mitter. The cause of the anomaly is typically not obvious to the satellite
operators at the time of the event.

While individual satellite operators may investigate and catalog
their anomalies, few databases are available to the broader satellite
community. Those that are broadly available and openly shared are
mostly limited to historical anomalies encountered by a small number
of scientific satellites whose operators and sponsoring agencies had the
resources and willingness to share the information openly. These data
are highly valuable for mission design purposes, as they provide an
empirical record of which hardware and software designs are most
robust, and which regions of space are most hazardous under varying
solar-terrestrial conditions.

However, the absence of a centralized, accurate, and up-to-date
anomaly database available to the broader community means that
satellite operators do not typically have access to information about
anomalies other satellites may be experiencing, at similar times, in sim-

(JSPOC), which reports that it is currently tracking ~16,000 Earth-orbiting objects, about
5 percent of which are functioning satellites (the rest are inactive satellites, debris, or rocket
bodies) (Vandenberg Air Force Base, 2013). Hence, estimates of the number of function-
ing operational satellites currently in orbit range from ~800, as reported by the JSPOC, to
~1,000, as mentioned by National Aeronautics and Space Administration (NASA, 2011a).



Introduction 3

ilar orbits, and under similar conditions. Such information would be
useful in diagnosing causes of anomalies. For example, if many satel-
lites experience similar anomalies around the same time and in similar
regions of space, it may indicate an environmental hazard as the cause
(e.g., a strong natural space weather event such as a solar flare, solar
proton event, or magnetospheric storm). If a single satellite experiences
an anomaly while no other satellites in the region do, it may suggest a
hardware or software problem unique to that satellite or component.
And if some satellites experience recurrent problems with a particu-
lar hardware component, operators of other satellites using that same
component may benefit from awareness of those problems, potentially
avoiding some of the investigation and recovery costs if they experience
similar anomalies.

A centralized satellite anomaly database may provide mutual ben-
efit among the community of satellite operators. It would enable shar-
ing of current information on anomalies that occur in satellites under
a variety of solar-terrestrial conditions and in different regions of near-
Earth space. Helping to narrow the possible causes of an anomaly can
save time spent investigating, hence reducing costs for the operators
and their customers.

Despite these potential benefits, a comprehensive, up-to-date, and
broadly accessible database of anomalies from a large number of sat-
ellites does not exist. There are political, economic, and operational
obstacles to the development and maintenance of such a database. For
one, there are distinct disincentives for some satellite operators to dis-
close anomaly information to a wider community. Satellite operators
in DoD often have strict national security requirements prohibiting
them from sharing satellite information specific enough to be useful
in anomaly investigations. Commercial satellite owners may not wish
to reveal to their competitors or investors that their on-orbit assets are
experiencing unsolved technical problems. Also, there are logistical
efforts required to organize and manage a community service like an
anomaly database, with little funding or resources typically available
for such a task. Civil space agencies—e.g., NASA, the National Oce-
anic and Atmospheric Administration’s (NOAA)—may be willing to
share anomaly information with others but may not have the resources
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allocated to manage the databases themselves or to develop standards
for information sharing.

Despite these obstacles, there is recognition in the satellite oper-
ator community that a centralized database could provide consider-
able value. In April 2012, NOAA’s National Geophysical Data Center
(NGDC) and Space Weather Prediction Center hosted a workshop
in Boulder, Colo., for “Satellite Anomaly Mitigation Stakeholders.”
The goal of the meeting was to “identify the space weather impacts
to satellite infrastructure and define NOAA services needed to miti-
gate those impacts” (Green et al., 2012a). Among the attendees were
representatives from a variety of organizations, including experts on
the space environment (NASA and NOAA), and representatives from
commercial satellite operators (e.g., Intelsat, Inmarsat), satellite insur-
ance corporations (e.g., Atrium Space Insurance Consortium), and fed-
erally funded research and development centers (FFRDCs) working
with DoD (e.g., Aerospace Corporation). Along with interest in the
availability of NOAA’s 1-2 day forecasts of the space environment,
the commercial satellite company representatives articulated a strong
interest in having access to a community-shared database of anomaly
activity, possibly managed by NOAA’s NGDC (Green et al., 2012a;
Green et al., 2012b).

Several potential models and techniques for managing a central-
ized satellite anomaly database may help overcome the obstacles inhib-
iting data-sharing among members of the satellite operator commu-
nity. In particular, the Defense Advanced Research Projects Agency’s
(DARPAY) Programming Computation on Encrypted Data (PRO-
CEED) program supports the development of cryptographic tech-
niques that could enable useful operations on encrypted data without
decrypting it, with the goal of making such computations practical in
an environment where the associated parties may not trust one another.
RAND was asked to consider the problem of securely sharing satellite
anomaly information among multiple users as a potential use case for

the techniques being developed in the PROCEED program.

2 Materials from the NOAA Satellite Anomaly Mitigation Stakeholders meeting are avail-
able by request from NOAA and online (NOAA, undated a).
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The study was driven by the following research questions: What
are satellite anomalies, and how do they affect the functionality of
spacecraft? What phenomena cause them? How can cataloging these
anomalies in a centralized database aid satellite designers and operators?
What anomaly databases currently exist, and how could such databases
be changed to optimize utility for anomaly investigators? What type
of information would the ideal centralized satellite anomaly database
contain? What are the obstacles preventing a useful anomaly database
from being developed? How could such information be shared securely
in the interest of protecting proprietary information from exposure?

To address these questions, we conducted a literature review and
discussions with subject matter experts on the near-Earth space envi-
ronment, the nature and causes of satellite anomalies, and the tech-
niques used to investigate and catalog them.

In this report, we begin by discussing the nature of satellite
anomalies and their primary causes. While other sources have dis-
cussed anomalies caused by the natural space environment in detail,
here we offer a broad overview of the wider range of potential causes
of anomalies, including the natural environment, faulty hardware and
design, man-made interference, and orbital debris. Next, we review
existing satellite anomaly databases and how they differ from the pro-
posed centralized database. We provide an overview of the process of
anomaly investigation and cataloging conducted by satellite operators
or manufacturers. We then discuss methodologies that may facilitate
the sharing of satellite anomaly information via a centralized database
while satisfying contributors’ concerns about information security, pro-
posing three sample solutions involving a trusted third party, secure
multiparty computing (MPC), and differential privacy. Finally, we
summarize our observations and provide recommendations for future
efforts that could enable the existence of a useful centralized anomaly
database.






CHAPTER TWO
Satellite Anomalies

The Natural Space Environment

A brief overview of the near-Earth space environment is useful to pro-
vide context for the regime in which anomalies occur. The most impor-
tant player in our space environment is the sun. The sun is a G-type
main sequence star with a temperature of nearly 15.7 million degrees
Kelvin (K) at its core, ~6,000 K at the photosphere (the sun’s surface),
and ~1 million K in the corona, the sun’s atmosphere. At these high
temperatures, all of the sun’s material is in the plasma phase, since the
outer electrons of individual atoms have enough energy to escape their
atomic nuclei, resulting in charged ions and free electrons. Thus, the
sun is made of plasma, as is the solar wind, a constant stream of mate-
rial that moves outward into space, carrying the sun’s magnetic field
with it. The solar wind consists primarily of protons and electrons with
densities -5 cm? (particles per cm?), and typical outward velocities of
300 km/s. These densities and speeds can vary significantly, however,
when interactions of complex magnetic fields near the sun’s surface
produce explosive events such as coronal mass ejections (CMEs) and
solar flares. CMEs spew higher-density solar plasma out into space at
up to several times the speed of the surrounding solar wind. If they are
properly aligned, CMEs can arrive at the near-Earth space environ-
ment within several days. Solar flares are massive explosions that emit
high-intensity electromagnetic radiation and may also produce acceler-
ated protons. CMEs and solar flares are frequently associated with one
another but have also been observed to occur independently. Protons
from solar flares are typically less numerous but often of higher energy
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and quicker to arrive at the Earth than the material ina CME. Whether
produced by a solar flare or a CME, the arrival of high-energy protons
at near-Earth space is called a solar proton event (Park et al., 2012).
There are also “streamers,” coronal holes, and “spicules,” all of which
are regions of open magnetic field lines on the sun where solar wind
material flows outward more quickly than in surrounding regions of
the photosphere and corona. When this faster solar wind collides with
slower solar wind as it moves outward into the solar system, it forms a
phenomenon known as a co-rotating interaction region (CIR). A CIR
is a region of dynamic, fluctuating particle densities and magnetic field
strengths and orientations. Both CIRs and CMEs can interact with the
Earth’s magnetic field, producing variations in plasma densities and
magnetic field strength and orientation in near-Earth space and the
upper atmosphere. These variations at Earth caused by solar phenom-
ena are collectively referred to as “geomagnetic activity.”

The rate of occurrence of solar events described here is correlated
with the abundance of sunspots, which are regions of reduced tem-
perature and enhanced magnetic field strength on the photosphere.
Both sunspots and geomagnetic activity levels follow an 11-year solar
cycle, with maxima in solar activity separated from minima by approx-
imately 5.5 years (e.g., Wertz and Larson, 1999; Kivelson and Russel,
1995). The most recent solar minimum was in 2008, and solar activity
has risen until recently, with an apparent peak late 2013 or early 2014
(NASA, 2014).

Earth has an internally generated magnetic field that extends
far beyond its atmosphere, carving out a three-dimensional region of
space known as the magnetosphere. Within the magnetosphere, the
Earth’s approximately dipolar magnetic field is dominant. Outside the
magnetosphere, the magnetic field created by the sun and the solar
wind, known as the interplanetary magnetic field (IMF), is dominant.
Upon encountering the magnetosphere, the charged particles in the
solar wind react to the Earth’s magnetic field and stream around and
through the magnetosphere in complex ways, compressing the magne-
tosphere on the sunward side, and stretching the magnetosphere out
into a “magnetotail” behind the Earth. The dayside magnetopause (the
sunward boundary of the magnetosphere) is typically about 10 Earth
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radii (1 R, = 6,371 km) from the center of the planet, while the mag-
netotail continues for hundreds of R behind the planet. Solar mate-
rial enters the magnetosphere through direct streaming along magnetic
field lines at the cusps of the magnetosphere near the north and south
magnetic poles, allowing a constant stream of solar wind particles at
high latitudes to impact the atmosphere and generate the aurora. The
solar plasma also enters the magnetosphere both at the dayside magne-
topause and at the flanks of the magnetotail at “reconnection sites”™ —
regions where the IMF field lines intermittently connect to the Earth’s
magnetic field, depending on the character of the solar wind density,
speed, and IMF direction (e.g., Wertz and Larson, 1999; Kivelson and
Russel, 1995). The quintessential example of geomagnetic activity is
the geomagnetic storm, a period of intensified magnetic field strength
and injection of high-energy plasma into the Earth’s magnetosphere.
The main phase of a geomagnetic storm, during which satellite anoma-
lies would be expected to occur, typically lasts between two and eight
hours, with a gradual recovery to prestorm conditions that may last
multiple days.!

Inside the magnetosphere, high-energy charged particles are con-
centrated in the Van Allen radiation belts, which extend from ~1,500
km altitude out to -6 R. These represent the most consistently present
threat of satellite anomalies, especially to satellites in medium Earth
orbit (MEO) and, to a lesser extent, geosynchronous orbit (GEO). Sat-
ellites in low Earth orbit (LEO), with altitudes up to ~2,000 km, expe-
rience high-energy particles from the radiation belts to a lesser degree
than satellites at MEO and GEO, though high-inclination LEO satel-
lites are exposed to the dynamic polar regions where geomagnetic activ-
ity can cause intense particle streams to concentrate. Figure 2.1 shows a
schematic of the Earth’s magnetosphere, pointing out the approximate
locations of satellites in LEO, MEQO, and GEO orbits.

' More information on timescales of typical geomagnetic phenomena is available at NOAA

(undated b) and at NASA (2012¢).
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Figure 2.1
The Near-Earth Space Environment
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NOTE: Schematic of the Earth’s magnetosphere, with several regions labeled where
satellite anomalies often occur, including the Van Allen Radiation Belts (Inner and
Outer), and typical satellite orbits (GEO, MEO, and LEO).
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Anomaly Causes and Contributing Factors

For the purposes of this study, we follow the convention of the National
Research Council (NRC) and define a spacecraft anomaly as a “mission-
degrading or mission-terminating event affecting on-orbit operational
spacecraft” (NRC, 2011). Most satellites encounter some mission deg-
radation at some point during their operational lifetimes. The spectrum
of severity in these degradation events ranges from gradual decrease of
a subsystem’s efficiency (e.g., solar panel degradation because of ambi-
ent low-energy charged particles) to temporary service outage (e.g.,
electromagnetic interference of communication satellites) to sudden
and complete mission failure (e.g., a single event upset [SEU] because
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of cosmic ray impact).? Along that spectrum, many anomalies mani-
fest as abnormalities in telemetry or errors in spacecraft electronics,
often because of electrostatic discharge from surface charging, inter-
nal charging, or high-energy charged particles imparting their energy
into onboard solid-state memory, “Hipping a bit” and causing incor-
rect computations that may affect spacecraft performance (single event
effects, or SEE). Such electronic problems may result in mechanical
symptoms, such as loss of attitude and pointing control.

One high-profile example of such an anomaly is the failure of
the momentum wheel control systems of the Anik E1 and Anik E2
Canadian telecommunications satellites on January 20, 1994, result-
ing in a temporary loss of data and television service for millions of
users throughout Canada. The anomalies were likely caused by an elec-
trostatic discharge in the momentum wheel control systems of both
satellites, brought on by internal spacecraft charging from enhanced
high-energy electrons because of a coronal hole on the sun (Lam et al.,
2012).

Anomalies in general may result from a variety of different causes.
The natural space environment provides many phenomena that can
affect insufficiently shielded electronics. High-energy particles over
1 megaelectron volt (MeV) may emanate from distant supernovae
(“cosmic rays”), the Van Allen radiation belts, or solar proton events,
and may contribute to SEEs and internal (“deep dielectric”) charg-
ing. Mid-range energetic particles in the hundreds of kiloelectron volts
(keV) contribute to internal charging and come from the Van Allen
belts or as injections into the inner magnetosphere from the plasma
sheet during periods of intense geomagnetic activity. Solar flares can
produce broadband electromagnetic emissions, including intense X-rays

2 Note that the physical phenomenon causing the degradation is not the “anomaly.”
“Anomaly” more properly refers to the effects as observed by the satellite operator: a decrease
in power, a failure of a subsystem, etc. The cause of these effects will not be immediately
known by the operator (though they may suspect a cause), and the event is initially referred
to as an “anomaly.” The investigation of that anomaly may (or may not) lead to an explana-
tion that partially or fully accounts for the degradation/failure event. In the case of solar
panel degradation, the anomaly is the reduction of the solar panels’ power generation effi-
ciency. In the case of SEU, the anomaly is a subsystem or mission failure.
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and gamma rays, which can also contribute to surface charging and
sensor damage (especially for remote sensing or optical hardware) (e.g.,
Bedingfield et al., 1996). Human decisions and activity can contrib-
ute to satellite anomalies as well, with such causes as operator error in
commanding the satellite, electromagnetic interference (“jamming”™—
be it unintentional or intentional), and targeted attack by an adversary.
Even mechanical spacecraft damage from micrometeoroids or space
debris can cause issues that initially manifest as spacecraft anomalies,
though such events are relatively rare. Two examples include microme-
teoroid damage to a solar array during deployment on the international
space station (NRC, 2011), and breaking of the Radio Plasma Imager
250-meter antennas on the IMAGE spacecraft, thought to be a result
of micrometeoroid or debris impact (NASA, 2012a).

Here, we discuss several categories of satellite anomaly, caused
either by the dynamic space environment or by human activity.

Total lonizing Dosage (TID)

Persistent ionization because of solar electromagnetic radiation (the
photoelectric effect) and bombardment by charged particles contrib-
utes to surface and internal charging. This buildup of charge can cause
gradual degradation of electronics performance and solar panel effi-
ciency over a period of years, but it can also result in electrostatic dis-
charge that occurs instantaneously. When conducting spacecraft and
mission design, engineers use an estimate of the TID that their space-
craft component can expect to endure during the desired mission life-
time. Hence, an estimate of the TID at a given altitude or region of
space, and over a certain amount of time, is often used to design the
radiation hardness level of a required satellite hardware component.
This dosage is typically expressed as the amount of energy imparted to
a material over a given amount of time, in units of radiation absorbed

doses (Rads) (Si)? (e.g., Wertz and Larson, 1999, and references therein).

3 1 Rad (Si) = 100 ergs imparted per gram of silicon.
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Electrostatic Discharge (ESD)

Electrostatic discharge (ESD) can occur when a strong-enough elec-
tric field builds up to cause an arc along the surface of the material,
through the material, or between adjacent components. Such arcs can
generate electromagnetic interference, which can cause anomalies in
spacecraft operation (e.g., Robinson, 1989). ESD is usually the result
of either surface charging or internal charging of the spacecraft. Hence,
while ESD can result in an instantaneous and unexpected anomaly, it
is also caused by a somewhat gradual physical process (the accumula-
tion of charge over long periods of time, months to years). The rate
of charge accumulation is not constant and depends on the plasma
environment in which the satellite finds itself at any given time, as
well as whether the satellite is in sunlight or eclipse. Also note that the
threshold electrical potential required to produce an arc varies depend-
ing on the material and the spacing between conductors within the
spacecraft components. The amount of internal or surface charge that
may accumulate before ESD occurs may not be comparable between
different satellites, especially those traversing different plasma popula-
tions within the magnetosphere.

The Anik E1 and Anik E2 satellite anomalies mentioned earlier
are examples of problems caused by ESD. Both satellites were nearly
identical in design and construction, and both were in geosynchro-
nous orbit, exposed to very nearly the same plasma environment. The
elevated fluence of high-energy electrons that led to the ESD in both
satellites actually started nine days earlier, on January 11, meaning that
the eventual ESD occurred after a nine-day buildup of charge on the
spacecrafts’ internal components. Note the two satellites’ momentum

wheel control systems failed within nine hours of one another (Lam et
al., 2012).

Surface Charging

Surface charging is the buildup of electrical charge on the outer sur-
faces of the spacecraft that are directly exposed to the space environ-
ment. Ambient low- to mid-energy electrons (10-20 keV) impart their
collective charge to the surface of the spacecraft. In addition, photons
from solar illumination liberate electrons through the photoelectric
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effect, contributing to charging. The gradual buildup of charge can
lead to different components of the spacecraft being at different electri-
cal potentials, resulting in arcing that may damage some components.
The rate of charge buildup is not constant, however, and there are times
when the resulting ESD arcs are more likely to occur because of a
sudden increase in potential, typically when the satellite moves from
one plasma or illumination environment to another. For example, sur-
face charging is a problem for high-inclination LEO satellites primar-
ily because of passage through down-streaming plasma in the auroral
zones during periods of high geomagnetic activity and, to a much lesser
degree, cold plasma from the F-region of the ionosphere at lower lati-
tudes (which peaks in free electron density at 300-400 km but extends
to just above 1,000 km). At GEO, surface charging occurs intermit-
tently during geomagnetic substorms, which inject high-energy elec-
trons from the plasma sheet inward to GEO, especially between 2000
and 0800 magnetic local time (e.g., Mikaelian 2001; Romero and
Levy, 1993; Wrenn and Sims, 2003; Gussenhoven et al., 1985). Also,
anomalies stemming from ESD from surface charging may occur soon
after the satellite leaves the Earth’s shadow and becomes illuminated by
the sun, since this exposure to solar photons provides a discontinuous
“jump” in the spacecraft surface charge because of the photoelectric
effect. The surface charge is more likely to reach an ESD threshold
during one of these “jumps” than at other times during the gradual

potential buildup (Fennell et al., 1985; NOAA, undated ¢).

Internal Charging

Internal charging is the buildup of electrical charge on the interior com-
ponents of a spacecraft, typically leading to ESD. Also known as “deep
dielectric charging,” internal charging occurs when high-energy elec-
trons (typically greater than ~10 keV) penetrate the spacecraft exterior
and embed themselves into insulating materials, such as circuit boards
and wiring insulation. If enough of an electrical potential builds up
between internal components (~10 kilovolts) there could be ESD inside
the circuitry of the spacecraft, leading to anomalies in operation. Most
high-energy electrons are concentrated in the inner and outer electron
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Van Allen belts, making high LEO orbits and GEO similarly suscep-
tible (e.g., Wrenn et al., 2002; Mikaelian 2001).

Recently, Lohmeyer and Cahoy (2013) analyzed failures of a
specific type of subsystem (solid-state power amplifiers, or SSPAs)
between 1996 and 2012, using data from the British telecommunica-
tions company Inmarsat, amounting to 26 anomalies over 16 years.
SSPAs amplify uplink signals received by the satellite and retransmit
downlink signals, making them critical components for satellite opera-
tion. The authors found that most of these anomalies occurred during
relatively quiet geomagnetic periods, but that a significant number of
SSPAs experienced a high-energy electron flux in the two weeks prior
to the anomaly. Also, the anomalies occurred in all local times, but
most occurred either in the midnight-to-dawn sector (pre-dawn) or the
local-noon-to-dusk sector (afternoon). It is difficult to build reasonable
statistics on such a small sample, but the authors inferred that most of
the SSPA anomalies were likely not caused by surface charging alone,
but rather by internal charging of components by high—energy elec-
trons or a combined effect of surface and internal charging.

Single Event Effects (SEEs)

SEEs are anomalies caused not by a gradual buildup of charge over
time as with surface or internal charging, but by the impact of a single
high-energy charged particle into sensitive electronic components of a
satellite subsystem, this single event causing ionization and an anom-
aly. They typically occur because of high-energy (> 2 MeV) protons
and electrons striking memory devices in the spacecraft’s electronics
systems, causing the spacecraft (or a subsystem) to halt operations,
either temporarily or permanently (e.g., Speich and Poppe, 2000).
SEEs include “bit flips” or SEUs, where a high-energy particle imparts
its charge to a solid-state memory device, causing errors in the system
software, which may or may not damage hardware and can potentially
be detected and repaired with error-detection-and-correction algo-
rithms (EDAC:s) in the system software. One example of an EDAC is
triple-modular redundancy (TMR), in which three processors perform
the same calculations in parallel and then compare their answers. If
one processor’s answers differ from those of the other two, the “cor-
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rect” two would outvote the incorrect one, and the third processor
system could be rebooted or otherwise corrected, and the subsystem in
general continues to operate.* Other types of SEEs include single-event
latchups (SELs), in which a subsystem hangs/crashes as a result of a
high-energy particle impact. This causes the subsystem to draw excess
current from the power supply, and the device must be turned off and
then back on to be operable. Sometimes SEL can lead to destruction of
the device if the excess drawn current is too high for the power supply.
In this case, the SEE is referred to as single-event burnout (e.g., Wertz
and Larson, 1999). Susceptibility to SEEs depends strongly on system
design, and the risk is higher for satellites spending time in the Van
Allen radiation belts or at GEO where there is a higher fluence of galac-
tic cosmic rays and high-energy protons from Solar Proton Events (e.g.,
Mikaelian, 2001; Wertz and Larson, 1999; and references therein).

Faulty Hardware or Design

There is also the possibility that an anomaly may occur because of
faulty hardware or software onboard the spacecraft. This cause is often
coupled with the previously discussed space environment effects but
may be more directly attributed to manufacturing or design error if the
hardware fails when the space environment conditions do not exceed
the design specifications, or when a part is inadequately shielded for
the environment in which it is meant to be placed. Such hardware
or design faults may be easier to identify if anomaly investigators are
aware of whether other satellites using the same hardware are experi-
encing similar problems, or whether there are environmental causes
that may be playing a role.

Operator Error

Operator errors are anomalies caused by humans incorrectly com-
manding the spacecraft in a way that causes abnormal or unexpected
behavior. Examples of operator error include command error, causing

4 Such a TMR system was used effectively on the space shuttle throughout its operational
period and is a commonly advertised feature of single-board computers designed for use in
satellites (e.g., Siceloff, 2010; Maxwell Technologies, 2012).
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the satellite to take an action it was not designed to take, incorrect
calculations of required thruster adjustments, reaction wheel rates,
antenna pointing, power cycling, or failing to take action to “safe” the
satellite when space environment conditions are known to be extremely
hazardous, such as during a major geomagnetic storm. Some such
storms can be predicted through observations of coronal mass ejec-
tions on the sun’s surface, which are monitored by several spacecraft
in Earth orbit (e.g., Solar Dynamics Observatory), in orbit around the
sun itself (e.g., STEREO) or at the Earth-sun LaGrange point, about
1/100 astronomical unit closer to the sun than the Earth (e.g., SOHO,
ACE).> Remote sensing observations of explosions on the sun’s surface,
if appropriately aligned, can provide more than a day’s worth of warn-
ing before the solar plasma encounters the Earth’s magnetosphere.

Potential Risks from Human Technological Actions
Anomalies may also be caused by other human technological actions,
either accidentally or maliciously disrupting satellite operation.
Accidental disruptions primarily include harmful electromag-
netic interference, or “unintentional jamming.” This may be caused by
adjacent satellites transmitting on similar frequencies with misaligned
antennas, “cross-pole interference” stemming from misaligned uplink
signal polarization, or terrestrial interference of downlink receivers.
The result is that one satellite operator’s transmission inadvertently
overwhelms the receivers of another satellite, which is then unable to
properly communicate with ground stations and has its mission or
service disrupted (usually temporarily). Unintentional interference is
a relatively common problem for communications satellites in GEO,
where many satellites are concentrated and often use similar carrier
frequencies. A vice president of the satellite operations firm Intelsat,
which operates more than 50 communications satellites, has stated
that the company typically deals with “thousands” of cases of uninten-
tional interference every year (Shiga, 2007). A global industry organi-
zation known as the Satellite Interference Reduction Group (SIRG) has

5 One astronomical unit = 149,597,870.7 km, the mean distance between the Earth and the
sun.
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the goal of reducing this type of unintentional interference by raising
awareness and encouraging standard practices and regulations. It has
major satellite operators and analysis corporations among its partici-
pating members; e.g., Intelsat, Inmarsat, Eutelsat, Siemens, Aerospace
Corporation, MITRE (SIRG, undated).

Another possible unintentional cause of satellite damage and
anomalies is orbital debris, originating from rocket upper stages, non-
functioning satellites, and—on rare occasion—spacecraft collisions. In
2009, the nonfunctioning Russian Cosmos 2251 satellite accidentally
collided with the operational Iridium-33 spacecraft at a LEO altitude
of 790 km (e.g., Iannotta and Malik, 2009). At a closing velocity of
more than 24,000 km per hour (15,000 miles per hour) the collision
destroyed the two spacecraft and created more than 1,875 additional
pieces of debris along two orbital planes, as observed by the SSN.
Though such collisions are exceedingly rare, the resulting debris can
pose a threat to other satellites in similar orbits, and subsequent col-
lisions could disable or destroy satellite subsystems, events that may
initially appear as satellite anomalies. During the year 2010, NASA
satellites conducted seven maneuvers to avoid accidental collision with
orbital debris, four of which were specifically to avoid debris from the
Cosmos/Iridium collision (NASA, 2011b).

There is also the potential that an adversary could intention-
ally cause anomalies in satellite operation. Possible means of doing so
include cyberattacks on a satellite system’s space or ground segment,
radio jamming of command (uplink) or telemetry (downlink) trans-
missions, kinetic attacks using anti-satellite weapons, and the detona-
tion of nuclear weapons at high altitude. Jamming of transmissions by
intentionally bombarding a satellite’s uplink transponder with high-
power signals on a similar frequency is a capability available to a variety
of groups worldwide. For example, the Falun Gong spiritual move-
ment was able to jam a Chinese television satellite in this way in June
2002, interrupting television service to rural parts of China for eight
days (Washington Post, 7/9/2002). Several nations have demonstrated
the ability to destroy a satellite in orbit using an anti-satellite missile,
including the United States (Eberhart, 1985), the former Soviet Union
(Grego, 2012), and China (Broad and Sanger, 2007). And the detona-
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tion of nuclear weapons at high altitude during the tests of the early
1960s revealed an array of physical phenomena that heightened aware-
ness of the need to “harden” satellite systems to withstand radiation
and the space environment in the first place. The Ariel I, TRAAC,
and Transit 4B satellites all suffered failures soon after the Starfish
Prime 1.4 Mt nuclear weapon test at 400 km altitude on July 7, 1962,
over Johnston Island. All three satellites became completely inoperable
within 38 days, most likely because of solar panel degradation and
ESD effects caused by the enhanced artificial radiation belts produced
by the detonation (Hoerlin, 1976; Webb et al., 1995).

Any of these methods of attack, or cases of accidental harmful dis-
ruption, could first be detected via an anomalous report in a satellite’s
telemetry, or the loss of contact with the satellite altogether. In such
a scenario, a centralized database of near-real-time satellite anomalies
may help investigators ascertain the likely cause. For example, space
weather events (causing increased surface charging, internal charging,
SEEs, or degradation) may indiscriminately affect many satellites in a
broad region of the magnetosphere. An intentional attack may affect
only one or a few satellites in a more restricted region or controlled by
a particular party. Accidental interference usually affects communica-
tion satellites with similar carrier frequencies over a confined angu-
lar region. These methods for distinguishing anomaly causes may not
be universally reliable; for example, a high-altitude nuclear detonation
(purposeful) or cloud of orbital debris (accidental) could affect many
satellites indiscriminately over a broad region as well. Thus, successful
diagnosis of anomalies would also depend on other sources of situa-
tional awareness such as space environment monitoring by NOAA and
NASA, awareness of anti-satellite tests by other nations, SSN tracking
of orbital debris, and commercial news of planned broadcast and com-
munication activities by other companies. But an accessible centralized
anomaly database could provide the raw record of the impact of these
phenomena, enriching the ability to determine anomaly attribution.

Mitigation of Satellite Anomalies
Many satellite components are “hardened” to be able to withstand high
fluxes of energetic charged particles. It is important to understand the
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context of spacecraft and mission design: The goal is to avoid anoma-
lies as much as possible. Hence, while most anomaly investigations
seek to determine the phenomenon that led to the anomaly, the satellite
owner and manufacturer may be most interested in whether the anom-
aly is recurring and how it can be avoided in the future. Avoidance of
future anomaly occurrences could be achieved through mitigation on
the existing satellite mission or a new design attribute on a subsequent
mission (usually increased shielding, different components, or different
orbital architecture).

One example of mitigation on an existing mission is the sus-
pension of observations by the Hubble Space Telescope when it is
passing through the South Atlantic Anomaly (SAA), a region where
the Earth’s radiation belts dip closer to the Earth’s surface because
of a geographically fixed deviation in the Earth’s magnetic field. The
increased background of high-energy particles in this region at Low
Earth Orbit means that Hubble’s fine guidance sensors (targeting cam-
eras) and other scientific instruments would be overwhelmed were it to
conduct observations during that time (Space Telescope Science Insti-
tute, 2012).

With the notable exception of Hubble, this “safeing” of a satel-
lite’s instruments for passage through a particularly hazardous region
of space or during a geomagnetically active period of time is a decision
rarely made by satellite operators. For commercial satellite operators in
particular, shutting down some of their asset’s capabilities would result
in lost functionality and revenue for a period of time. These operators
may choose to forgo “safeing” their satellite to maintain operations,
and therefore risk additional anomalies. This is a decision that varies
from one operator (and satellite) to the next (O’Brien, 2012).

Science Satellites

Most spacecraft are unique in terms of radiation hardening, hardware
components, and orbital trajectory (with some exceptions, including
major constellations like the Global Positioning System in MEO and
the Iridium communication constellation in LEO, or major telecom-
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munications satellites built in series). As such, care must be taken when
comparing satellite anomaly histories. For example, a space weather
event may be powerful enough to overpower the shielding of one sat-
ellite but not of another. Examining the history of satellite anomalies
among different satellites may not give a clear picture of where/when
satellite hazards are phenomenologically highest. This may mislead a
user interested in assessing the abundance of anomalies throughout
the magnetosphere. To do that, one must compare events of only a
particular satellite (or satellite design). Several empirical databases of
anomalies exist from satellites that had the express mission of catalog-
ing anomalies stemming from the dynamic space environment, includ-
ing the Combined Release and Radiation Effects Satellite (CRRES),
Spacecraft Charging at High Altitude (SCATHA), and Solar Anoma-
lous and Magnetospheric Particle Explorer (SAMPEX) missions.

Figure 2.2 shows tallied anomalies from two science satellites
(CRRES and SAMPEX) as a function of “L-shell.” (The plot is adapted
from O’Brien et al., 2009.) L-shell is a parameter corresponding to the
distance from the center of the Earth in R, at which a set of magnetic
field lines connects to the geomagnetic equator. (For reference, LEO
ranges from 1 to 1.3 R, MEO centers around 4.2 R, and GEO is at
6.6 R.; Figure 2.3 shows a schematic to illustrate the concept.) A satel-
lite’s current L-shell essentially refers to which magnetic field line it is
on at that moment. A satellite at L=4 might not be near the equator and
might be much closer to the center of the Earth than 4 R, but might
be saying it is somewhere along the dipolar field line that crosses the
geomagnetic equator at 4 R . L-shell is often used to discuss regions
within the inner magnetosphere because the space plasma environment
there is largely organized along the Earth’s magnetic field.

The top two plots in Fig 2.2 show anomalies caused by SEEs
and internal charging (respectively) on the CRRES satellite, which
was in geosynchronous transfer orbit with a perigee of 333 km (lower
LEO) and apogee of 33,578 km (near GEO), and an inclination of
18.1 degrees. CRRES was launched on July 25, 1990, and its mission
ended on October 12, 1991, when contact with the spacecraft was lost,
presumably because of onboard battery failure. One of its primary mis-
sions was to expose a variety of satellite electronics to the natural space
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Figure 2.2
Summed Anomalies on CRRES and SAMPEX Satellites

(Dose behind 82.5 mils Al)

CRRES MEP-SUE
anomalies

= Internal
E % Icharging
wn £

w o

© c

£ ©

O

> |Surface |

o9 jcharging |

=2 100

>

2 5

g2 50

£ ©

O

3 4 5 6 7 8

L ~ equatorial radial distance (RE)
| | | | | | | J

1 45 55 60 63 66 68 69
Magnetic latitude in LEO (deg)

SOURCE: O'Brien et al., 2009. Image used with permission of Aerospace Corporation.
NOTE: Summed satellite anomalies caused by SEU and internal charging events on
the CRRES satellite (top and middle) and surface charging events on the SAMPEX
satellite (bottom). Shown as a function of L and magnetic latitude in LEO. Vertical
dashed lines show approximate locations of LEO, the slot region between the Van
Allen belts, MEO (GPS), and GEO. L corresponds to the equatorial distance from the
center of the Earth in RE, or the magnetic field line (at any latitude) that connects to
that radial distance at the geomagnetic equator.

RAND RR460-2.2



Satellite Anomalies 23

Figure 2.3
Illustration of L-shell Parameter

L=1.3 i
Earth ' ___________________________ Geomagnetic
equator

I I I I I I Ly
1 2 3 4 5 6 7

Distance from center of Earth (Earth radii,Rg)

RAND RR460-2.3

environment and catalog the errors to determine the space environ-
ment conditions under which electronic failures were most frequent
(Brautigam, 2002).

The bottom plot shows anomalies caused by surface charging on
the SAMPEX satellite, whose mission was to measure magnetospheric
energetic particles at LEO (perigee 550 km, apogee 675 km) with a
high inclination of 82 degrees. SAMPEX operated from July 3, 1992,
to June 30, 2004 (LWS Geospace Project Office, 2003).

Vertical dashed lines show the locations of LEO (upper and
lower), the slot region between the radiation belts, MEO (GPS satel-
lites), and GEO. Note that SEE anomalies (top plot) were highest as
CRRES passed through the inner proton radiation belt, above 1,000
km altitude, but significant at GEO as well. Also note that internal
charging anomalies (stemming from ESD) generally scaled with the
density of the outer electron radiation belt, peaking in MEO (middle
plot). This is consistent with our understanding of the outer belt, where
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high-energy electrons are able to penetrate the spacecraft surfaces and
accumulate on internal components.

The surface charging anomalies (bottom plot) are not as well
understood. They are from SAMPEX, which never flew beyond LEO.
However, having such a high inclination, SAMPEX accessed high
L-shells by traversing through high magnetic latitudes. The measure-
ments on the bottom plot at L = 6.6 should not be misconstrued as
measurement actually at GEO (as they are in the top two plots), but
rather as measurements in LEO at high magnetic latitude. Note the
surface charging anomalies on SAMPEX occurred either at low lati-
tude (perhaps because of cold plasma and occasional passage through
the SAA) or at high (but sub-auroral) latitude. Some studies have
shown that the high L anomalies are well correlated with injections of
high-energy electrons from the plasma sheet into the inner magneto-
sphere (Mazur and O’Brien, 2012), but this phenomenology has yet to
be completely explained.

Anomaly Investigation Efforts

Currently, those tasked to investigate the cause of a satellite anom-
aly follow procedures that vary among satellite manufacturers and
owners. Some companies that operate satellites they themselves have
built (such as Intelsat) may also conduct their own anomaly investi-
gations. Other satellite owners may not have the expertise to success-
fully conduct anomaly investigations and will defer to the spacecraft’s
manufacturer. At Orbital Sciences Corporation, for example, inves-
tigations begin when a customer who owns an Orbital-built satellite
system reports an anomaly. Such perceived anomalies may be recur-
ring resets of an onboard computer, or bit-flips that are more than just
an annoyance. Investigators at Orbital attempt to trace the problem to
the specific satellite subsystem involved, and then bring the subsystem
engineers into the investigation. They obtain the subsystem data for
six months prior to the investigation (as mentioned earlier, anomalies
may be the result of a gradual buildup of charge over a long period of
time), and often query NOAA’s Space Weather Prediction Center to
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determine whether significantly abnormal particle fluxes occurred over
that time period. Investigators also scrutinize the satellite design and
particular hardware components, and whether any mitigation mea-
sures were being conducted or built into the systems (such as TMR or
other EDAC:s). After risk-ranking the possible causes, they attempt to
determine which causes are more or less likely, and they narrow the list
to a specific root cause. Rarely is it a single root cause; more often it is
a combination of multiple causes: for instance, insufficient shielding,
hazardous space weather events, switching operation modes concurrent
with an environmental change like a day-night transition, etc. (Noush-
kam, 2012). Often, these investigation efforts are conducted by Orbital
without additional payment by the customer who owns the satellite, so
Orbital investigators have articulated that any tool that could aid in
the efficiency of such investigations would be a benefit to their business
(Noushkam, 2012).

In the late 1980s and early 1990s, the Aerospace Corporation
developed a software aid for the assessment of satellite anomalies caused
by the space environment (e.g., Gorney and Koons, 1990). Their Space-
craft Environment Anomalies Expert System (SEAES) is a rule-based
tool that helps an investigator determine the most likely cause of a par-
ticular satellite anomaly based on such user-input parameters as type
of orbit, geomagnetic activity level (via geomagnetic indexes such as
Kp), the “hardness” level of the circuits and components of the satel-
lite system, etc. It essentially operates as a semi-automated software-
based flow chart, taking the available information about the satellite
anomaly and the known geospace conditions to estimate the likely cat-
egory of anomaly (SEE, TID, ESD, etc.) and the likely cause. This
expert system has recently been expanded with a particular empha-
sis in GEO satellites (O’Brien, 2009), making it highly useful for the
myriad commercial communication satellites. There is also a version
for use by human analysts, which simply provides visual flow charts
without a software component (O’Brien et al., 2012). NOAA is also
making efforts to develop a variant of this system called SEAES-RT
(Real-time) (e.g., Darnel et al., 2012; Rodriguez et al., 2012). Tools
such as this can be very useful in helping to determine the cause of a
given anomaly, but their usefulness can be heightened when the inputs
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and results can be compared with those of many other satellites in a
comprehensive database.

Future anomaly investigation methods may become even more
automated in nature, to the point that anomalies are detected and cate-
gorized without any human involvement. One potentially viable option
is to monitor various satellite telemetry streams with a ground system
that detects anomalies automatically. Once the operator grants the
system access to its telemetry stream (which could be encrypted), such
a system could automatically analyze and determine which signals in
the telemetry represent normal and abnormal events, and thus produce
a running log of “anomalies.” Years of previously archived telemetry
could be used to “train” algorithms to identify anomalous occurrences,
with human intervention and review needed only occasionally. Efforts
have been made (for example, by AT&T Federal Systems) to evaluate
this technique of using the “satellite as a sensor.” The Aerospace Cor-
poration has made efforts to develop a “Defensive Counterspace Test
Bed for Spacecraft Attack/Anomaly Detection, Characterization, and
Reporting” (Tschan, 2001). This type of machine—learning technology
would be useful for identifying those anomalies caused by environ-
mental effects, inadvertent interference, or even deliberate attack. The
methodology essentially begins with choosing a cadence and then eval-
uating the state of the spacecraft at that regular time interval. Those
investigating this technique warn against relying on “limit checking”
(flagging as anomalous only those instances when a particular space-
craft system reports a value that is outside normal limits), since some
abnormal behavior may occur within the limits. It is more thorough to
look for any changes in behavior of the satellite subsystems, allowing
a machine—learning algorithm to first determine what the “normal”
behavior is, and then flag deviations from that normal behavior. Con-
siderable care must be given to selecting the “training set” of data to
feed to the algorithm, as the contents of that training set will deter-
mine what the algorithms regard as anomalous activity. Optimal selec-
tion of that training set is itself an area of active research (e.g., Tschan
et al., 2012).

If a system is developed that can identify spacecraft anomalies
with minimal effort by the operators themselves, it could be a major
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improvement to space situational awareness, potentially allowing oper-
ators to avoid future satellite problems. It would certainly free up satel-
lite operator personnel from manually searching through their space-
craft telemetry to do analysis on anomalies, instead enabling them to
review historical anomalies and determine trends that may be useful
in future spacecraft manufacture and design. Such an automated
system would, of course, also be useful in contributing to a centralized
anomaly database, extending its benefits to multiple owners/operators
(Tschan, 2012).






CHAPTER THREE
Anomaly Databases

Most satellite operators, be they civil, defense, or commercial, likely
keep databases of their own satellite anomalies. However, detailed data
for defense and commercial satellites are not typically shared publicly
or among organizations. Also, these databases do not all conform to
the same standard for which data is collected and cataloged, and in
which format.

Here, we discuss examples of existing databases containing
anomaly information from multiple satellite owners. We also discuss
the concept of a potential future database that would be most useful for
the operator community in diagnosing anomalies. The existing data-
bases serve the purposes of particular members of the satellite operation
community but tend to be either broadly available or comprehensive,
but not both. A future database that is more comprehensive, broadly
available, and centralized than the current offerings could improve the
ability of the entire space community to efficiently identify and diag-
nose spacecraft problems.

Existing Anomaly Databases

Several anomaly databases have already been compiled, though usually
they are not comprehensive and include only certain satellites from a
certain range of time. Also, not all are broadly available in the com-
munity, and the anomaly information stored is not standardized from
one database to the next. Here, we describe several existing anomaly
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databases to provide context on how a centralized anomaly database
may add value.

NOAA NGDC Anomaly Database

The NOAA National Geophysical Data Center hosts an anomaly data-
base that was managed by Dr. Joe Allen of NOAA (now retired). That
database is publicly available and contains 5,811 anomaly records from
as early as April 1983 and as late as December 1993 (Allen and Denig,
1993). It includes anomalies for commercial, civil government (NASA,
NOAA), and DoD satellites. For each anomaly report, the database
contains fields for anomaly date, start time and duration, uncertainty
in time, spacecraft identification, orbit type (GEO, polar circular, ellip-
tical, etc.), latitude and longitude of sub-orbit point when the anomaly
began (and respective uncertainties), altitude, anomaly type (uncom-
manded status change, part failure, telemetry error, recoverable bit-
flip, permanent chip damage, system shutdown, ESD measured, atti-
tude control problem, or unknown), anomaly diagnosis (ESD from
surface charging, electromagnetic pulse from internal charging, SEU,
mission control problem, radio frequency interference, or unknown),
the sun-vehicle-Earth angle, whether the satellite is spin or 3-axis sta-
bilized, and a comment related to the anomaly. Availability of data
for all the fields mentioned above varies from one record to the next.
Many anomaly records are missing data, and some consist of only a
time and a brief comment. Still, this database likely remains among the
most comprehensive that are also publicly accessible. While detailed
and extensive, this database has not been updated since 1993. Dr. Allen
obtained anomaly information by actively maintaining contact with
as many satellite operators as possible. After 1993, he was no longer
able to maintain the database, and resources were not made available
to continue the cataloging effort (Allen, 2012). One of the suggestions
articulated at the 2012 NOAA Space Weather Workshop was to resur-
rect this database. There is interest within NOAA NGDC to do this,
but funding and resources are currently limited for such a task (Green
et al., 2012; Green, 2012).
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Space News Digest

Peter C. Klanowski at the Space News Digest (SND) compiles a listing
of satellite anomalies that is also publicly available and includes listings
from 1993 up to the present day (Klanowski, 2012). For this database,
each event is recorded with a date, the satellite identification, and a
textual description of the anomaly providing whatever information is
available. The textual description may include information on the sub-
system, expected cause, specific time, or other pieces of information,
but those data are not organized into table columns as the NGDC
databases is. The database is updated regularly, but often the listings
lack detail. As discussed previously, this is a result of the limited infor-
mation commercial satellite companies and DoD satellite operators
choose to disclose when one of their assets experiences on-orbit prob-
lems. Often, the only information provided is the Universal time (or
perhaps simply the date) and a textual description of the anomaly (Kla-
nowski, 2012; Allen, 2012). At least one scientific effort has been made
to correlate the anomalies in the SND database with the geomagnetic
activity index Kp, as well as charged particle densities at geosynchro-
nous orbit (Choi et al., 2011). However, other groups have called into
question whether the SND database is useful in anomaly attribution at
all, owing mainly to the sparse amount of data available for each event
(e.g., Mazur and O’Brien, 2012). For instance, only one-third of the
SND events used in the Choi et al. study had universal times associ-
ated with them, making any conclusions drawn about the likely cause
for most of the events imprecise at best.

Insurance Corporations

Companies in the business of insuring satellites against damage or
failure have a strong financial interest in knowing the likelihood that
a particular satellite design, component, or orbital trajectory is more
or less prone to anomalies. The Atrium Space Insurance Corporation
(ASIC) at Lloyd’s of London Insurance Market insures approximately
190 satellites every year, representing about half of all commercial sat-
ellites. In order to estimate risk of failure, ASIC maintains a database

with anomaly information for more than 922 satellites dating back to
1986 and up to present day (Wade, Hoffer, and Gubby, 2012; Hoffer,
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2012a). The anomalies listed are mostly for satellites that are (or have
been) insured by Atrium, though information on other satellites is
added from time to time when possible, especially for other satellites
carrying certain potentially problematic components that are also
on an insured satellite. Atrium includes a clause in its contracts with
satellite owners requiring that the owner report any failures or mate-
rial changes to the health of the satellite when they occur. The client
must also provide annual spacecraft health reports even if no signifi-
cant failures occurred. Specialists at Atrium extract information from
the client reports and enter it into Atrium’s database. This database is
quite detailed, including information on the type and manufacturer of
most of the satellite subsystems, which allows Atrium to take note of
any hardware that has experienced problems when used on previous
missions.

The cause of a given anomaly does not typically affect whether the
insurance company pays a claim or not. However, this detailed data-
base helps Atrium to more accurately assess its risk when underwrit-
ing a particular mission (Hoffer, 2012b). While highly detailed and
comprehensive of many satellites, the Atrium database is not available
outside the company itself, as Atrium upholds a policy of not disclosing
the details provided by its clients with anyone outside the corporation,
including other clients. Hence, this database is not available for satellite
owners or manufacturers as a reference during anomaly investigations.

Hypothetical Centralized Database

Existing databases of satellite anomalies are useful in that they provide
historical and statistical data on the locations, subsystems, and condi-
tions under which anomalies have occurred. These databases play a
critical role in informing mission and hardware design specifications as
a spacecraft mission is being developed. However, a centralized data-
base with contributions from significantly more satellites in near-real-
time could provide additional benefit, including the ability to utilize
the current data to investigate current anomalies to determine their
causes. Here, we discuss the motivation for developing a more central-
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ized and accessible anomaly database, and what data might be included
in it.

Articulation of Need from Satellite Community

Several groups have articulated interest in a centralized and standard-
ized satellite anomaly database. In Mazur and O’Brien (2012), space
scientists at the Aerospace Corporation stated:

We (and others) have argued for an agency that would maintain
adequate and open anomaly and abnormality lists . . . This infor-
mation would enable robust statistical analyses of anomaly occur-
rence in order to develop statistical models and first-principles
models of anomaly phenomena for improved satellite design and
operations. !

Commercial satellite owners/operators at the 2012 NOAA Space
Weather Workshop, hosted by NOAA’s National Geophysical Data
Center and Space Weather Prediction Center, also made a strong
request for such an agency. At a special one-day Satellite Anomaly Mit-
igation Stakeholder’s meeting, several commercial companies indicated
that they could more quickly diagnose anomalies as being related to the
space environment or other causes if they were made aware of whether
other satellites were experiencing similar problems (Green et al., 2012).

Suggestions for organizations to manage such information typi-
cally focus on noncommercial, nonprofit entities with no vested finan-
cial interest in learning about the health of other organizations’ satel-
lites. Essentially, what is needed is an unbiased third party. Suggestions
by members of the satellite community for organizations meeting this
requirement have included the Aerospace Corporation (an FFRDC)
and NOAA (Green, 2012; Noushkam, 2012).

We note that insurance corporations such as ASIC have already
compiled a significant amount of data for commercial satellite anoma-
lies, and have incentive to continue to do so as it helps them to calculate

I In the referenced paper, “anomaly” and “abnormality” were used interchangeably. For

more on statistical models, see, e.g., O’Brien (2009). For more on first-principles models, see,
e.g., Davis et al. (2008).
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the risk of insuring satellites with certain components and orbital char-
acteristics. They also have incentive to keep the data secret to maintain
their customer base of operators who value the discretion. Though they
typically have strict policies against sharing the data outside the com-
pany, even with their clients, the fact that they have already aggregated
the data in a consistent format means that they would only have to
anonymize it and find a way to make it available to those investigat-
ing anomalies without compromising the privacy of their clients. For
example, the insurance company (or a consortium of insurance compa-
nies) could offer discounts or benefits to those clients willing to allow
the insurers to make their data available in an anonymized form. An
“opt-in” policy like this may not interest all clients, but it would be
a positive step toward useful sharing of a comprehensive and up-to-
date database managed by a motivated, trusted, and international third

party.

Necessary Data

The Aerospace Corporation produced a brief technical report
with recommendations on the minimal information required for an
anomaly database to be useful for correlating anomalies with space
environment activity (O’Brien et al., 2011). Note that, even if a non-
space-environment cause is suspected, it is still important to consider
space environment effects as a contributing factor. Table 3.1 shows a
list of required and recommended contents for a useful satellite anom-
aly database, slightly modified from the original list by O’Brien et al.
(2011) to include two additional suggested items that may be useful.
Columns show, respectively, whether the listed item is considered a
“requirement” by O’Brien et al., whether the listed item reveals the
identity of the satellite by itself, and whether the listed item could reveal
the identity of the satellite when combined with other listed items. An
item is marked “Depends” when the information could potentially be
used to reveal the identity of the satellite, depending on which specific
other information is listed in the database.

O’Brien et al. (2011) based these recommendations on the various
databases and lists of satellite anomalies they analyzed while devel-
oping the SEAES (O’Brien et al., 2009). They also assert that items
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Table 3.1
Suggested Contents of an Anomaly Database
Reveals Reveals
Identity Identity
Description* “Required”* (alone) (combined)

1. Date and Universal Time of anomaly

2. Fully specified spacecraft location during
anomaly

3. Velocity or orbital elements at time of the
anomaly

4. L-shell at time of anomaly Depends

5. Magnetic Local Time of vehicle during Depends
anomaly
6. Eclipse state of the vehicle (full, penumbra, Depends

partial, none)

7. Vector to sun in spacecraft coordinates Depends

8. Velocity vector of spacecraft in spacecraft
coordinates

9. Initial guess at type of anomaly (SEU,
discharge, TID)

10. Estimated confidence of that guess
Depends

11. Anomaly category (e.g., affected
subsystem or type of disruption)

12. Vehicle identity (possibly anonymized)

13. Notes on recent operational states or Depends  Depends
changes (e.g., recent commands, attitude

schemes)
NOTE: * Modified from O’Brien et al. (2011).

1-3 are “required” for an anomaly database to be useful in diagnos-
ing statistical relationships between anomalies and potential causes.
Many other databases and anomaly lists have contained some of the
data listed in Table 3.1, but at the time of this writing there has been
no widely accepted standardized format.

Discussions with other experts in satellite anomaly investigation
corroborate the data types recommended above, though the order of
importance may vary in the opinions of different satellite operators and
investigators. For example, some suggest that the most useful pieces
of information for an investigator would be the general orbital region
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(GEO, LEO, low vs. high inclination, highly eccentric orbit, etc.) fol-
lowed by the satellite subsystem (which is listed at item 11 in Table 3.1)
(Noushkam, 2012). Mazur and O’Brien (2012) suggested that an
agency be created to maintain open satellite anomaly lists that contain,
at a minimum, the subject vehicle, the date and time of the event, the
3-D location of the vehicle at the time of the event, the 3-D velocity
or complete orbital elements for the vehicle at the time of the event,
the affected subsystem, the suspected type of anomaly, and the level of
confidence in that assessment.

There is a general consensus that the time and position of the
satellite are critical, with many other data points potentially helpful in
contributing to the anomaly investigation and diagnosis process (e.g.,
Green, 2012; Allen, 2012; Noushkam, 2012). The spatial and time
scales associated with certain types of anomalies may also help in their
diagnosis. As noted earlier, because of the nature of plasma injection
into the inner magnetosphere during a geomagnetic storm, anomalies
associated with geomagnetic activity often occur in geosynchronous
satellites in the predawn sector, and the main phase of a geomagnetic
storm tends to last from two to eight hours. As such, the precise posi-
tion of the satellite may not be necessary if the database at least reveals
whether, for example, other satellites in the predawn sector experienced
anomalies within the past six hours.

A centralized database would be ultimately useful for anomaly
diagnosis and future satellite design and development efforts. However,
depending on the rate at which participating satellite owners contrib-
ute to the database, and the rate at which the managing entity updates
it, the database may be useful in “near real-time” to allow assessment of
ongoing problems. For example, if a satellite were experiencing commu-
nications problems originally caused by unintentional (or intentional)
jamming from other satellites or terrestrial sources, rapid reporting
of these anomalies and sharing the information via a database may
lead to multiple owners realizing the problem is limited to a particular
region of the GEO belt, and diagnosing jamming as the likely cause.
To be useful for this type of real-time situational awareness, the data-
base would likely need to be updated hourly, since telecommunica-
tions companies have strong incentives to restore communications in
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as little time as possible. Hourly updates of the database may be unre-
alistic, unless both an automated updating and management system
runs the data collection and distribution, and participants are diligent
about sending in their updates to the central database even while they
are dealing with an ongoing communications outage with their on-
orbit assets. Daily or weekly updates, however, are more achievable and
would still aid in post-anomaly diagnosis.

We also note that the SND and ASIC databases largely use tex-
tual descriptions to document all available information for the anom-
aly, whereas the NGDC database used a table with particular col-
umns into which data was entered if available, and left blank if not. To
enable quick and effective analysis of anomaly data, information must
be encoded in searchable/sortable fields, not simply listed as free text.
Hence, it is important that all users agree on what fields should be used
and what range of values can be entered; this will ensure the database
is useful for analysis. Additional textual data can always be stored in a
“comments” column.

Knowledge of the design details of the satellites experiencing
anomalies is important when attempting to diagnose them. This is
why most anomaly investigations are carried out by the organization
that built the satellite. When checking a database for other satellites
that experienced similar anomalies, it would be useful to be aware of
whether those other satellites had similar components or hardening
levels. One example of data that would be useful to store in a free-text
“comments” column would be any information on particular compo-
nents or design specifications of the satellite and its subsystems. In the
case of the ASIC database mentioned earlier, the insurance company
collects a great deal of design and component information so that it can
better estimate risk with regard to components that have had previous
anomalies or failures on other satellites.

In Table 3.1, the “Reveals Identity (alone)” column indicates
whether the particular category of information could be used to reveal
the identity of the satellite or operator, should that information alone
be available publicly. The “Reveals Identity (combined)” column indi-
cates whether the particular category of information could be used to
reveal the satellite identity when combined with other information
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listed in the database. For example, the Universal Time of the anomaly
(item 1), taken alone, would not reveal a satellite’s identity. But when
that is combined with the position of the satellite, any other user may
be able to use the combined information to identify the satellite expe-
riencing the anomaly. This is relevant because some contributors (espe-
cially commercial and DoD) may wish to contribute to and benefit
from the database but would want to keep secret the identity of the
satellite experiencing problems. As shown in the table, it is very diffi-
cult to make a shared and broadly available database that is useful yet
maintains the anonymity of the satellites. We will discuss this further
in Chapter Four.



CHAPTER FOUR

Meeting the Security Requirements of
Contributors

Commercial and DoD operators are often unwilling or unable to share
the precise position and velocity of their satellite at a given time (their
state vector), as such information could be used to determine the satel-
lite’s orbital trajectory and identity, information the contributor may
hold as proprietary or classified. Commercial satellite owners have
articulated that they may prefer not to reveal the identity of the space-
craft experiencing anomalies, as it could affect customer confidence.
Our discussions with subject matter experts have indicated that these
privacy and security concerns likely pose the most significant obstacle
to the creation of a centralized and shared anomaly database (Noush-
kam, 2012; O’Brien, 2012).

We identify two fundamentally different privacy concerns related
to developing a database of anomalies:

1. privacy concerns related to incorporating sensitive data into a
trusted database
2. privacy concerns related to users’ access to the secure database.

The first issue addresses privacy concerns in the creation of any
database of anomalies. If an aggregate database of anomalies were cre-
ated, who would store and maintain it? If an agency (e.g., NOAA,
an FFRDC, or a consortium of insurers) were to maintain such a
database, any contributing satellite operator must inherently trust the
agency with its private anomaly data. Even if operators are willing to
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trust the agency, the agency itself may not be willing to assume the
security responsibilities that are associated with that trust.

The second issue addresses a possible loss of privacy stemming
from anomaly properties stored within the database. Even if a trusted
third party were to host and maintain a database of anomalies, users
could violate the privacy of the contributing operators simply by access-
ing the database. For example, O’Brien et al. (2011) suggested that any
useful database would catalog the precise time, location, and veloc-
ity at the time of the anomaly. Any user with access to the database
could likely identify the satellite owner from this information alone.
This indicates a trade-off between utility of the database and privacy of
the contributing operators. As the database grows richer, the individ-
ual assets of contributing operators can be more easily identified from
simple database queries.

Both of these issues can be partially addressed with modern cryp-
tography. The first privacy concern—that of finding a trusted party to
host such a database—can be solved using techniques in secure MPC.
The second privacy concern—that of information leakage through
querying the database—can be addressed using tools from differential
privacy (Dwork, 2006). These solutions are completely independent
and can be implemented individually or in tandem.

A Secure Multiparty Computation Solution

Secure MPC is a cryptographic tool that allows a collection of par-
ticipants to compute any function of their private inputs while prov-
ably maintaining the privacy of each individual’s input. The theoretical
framework for secure MPC was laid in the 1980s in a series of works
by academic cryptographers (Yao, 1982; Yao, 1986; Goldreich, 1987;
Ben-Or, 1988). Since that time, secure MPC has been an active area
of cryptographic research. Within the cryptographic community, the
applications of secure MPC to privacy-preserving data-mining are well
known, and Lindell and Pinkas provide a survey of potential applica-
tions (2009). Intuitively, secure MPC protocols can be viewed as a tool
to allow a collection of individuals to achieve anything that could be
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achieved in the presence of a trusted third party, without the need for
mutual trust. In particular, a transparent and provably secure crypto-
graphic algorithm replaces the trusted party. Thus, secure MPC can
be used to address the first privacy concern noted above, that of host-
ing a centralized database of sensitive anomaly information. On the
other hand, secure MPC does not provide more privacy than a trusted
third party could provide. In particular, secure MPC does not address
the second privacy concern, that of privacy violations that arise from
responding to queries. Take, for example, a database containing the
time and location of all anomalies: If a user queried the database and
found an anomaly reported in a region of space and time where only
one operator was known to have satellites, the user could deduce the
identity of the operator reporting the anomaly. This type of privacy
violation can occur whether the database is maintained by a com-
pletely trusted party or virtualized using a secure MPC protocol. Pri-
vacy violations that occur from responding to queries are not addressed
by secure MPC, and in the next section we discuss using differential
privacy to combat leakage resulting from query responses. In this sec-
tion, we outline how secure MPC could be used to create a virtualized
anomaly database for the satellite community without the need to find
a trusted host for the community’s sensitive information.

To apply secure MPC in the setting of satellite anomalies, each
participant (satellite operator) maintains a private catalog of anomalies
affecting the operator’s own assets. In a secure MPC-based approach,
no aggregate database is created, and thus no trusted party is needed
to store and maintain it. When an operator wishes to learn statistics
about the aggregate data set (e.g., how many anomalies were reported
during a specific time interval in a specific region), the operators engage
in a secure MPC protocol to compute the desired result. The operator
initiating the query uses it as his private input to the MPC protocol,
and each other operator’s private input to the MPC protocol is its own
anomaly catalog. The security of the MPC protocol then guarantees
that nothing is revealed about each operator’s catalog beyond what is
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revealed by the results of the query.! The security of the protocol also
guarantees that the query itself remains private. Maintaining the pri-
vacy of the query is important, as the query itself may reveal informa-
tion about the party making the query. For example, a query like, “how
many anomalies were reported in region X?” might indicate that the
individual making the query had experienced such an anomaly.

Utilizing secure MPC to answer user queries completely elimi-
nates the need for a trusted party—no aggregate database is actually
created, and no aggregate database needs to be stored or maintained.
Instead, individual users can engage in a secure MPC protocol that can
be viewed as querying a virtual database. Since each user maintains a
private anomaly catalog and never shares it, no mutual trust is needed
among the operators, and no trusted outside party is needed to facili-
tate collaboration. The only communication between the operators is
within the framework of the MPC protocol, and thus the privacy of
each operator’s anomaly catalog is guaranteed by the security of the
protocol. The protocol also ensures that each operator’s queries remain
completely private.

While such an MPC-based approach completely eliminates the
problem of trusting an outside party with sensitive data, it does have
drawbacks. The primary one is that it requires interaction among the
contributors. Each time a user wishes to learn aggregate anomaly infor-
mation, all contributors must engage in a secure MPC protocol. In par-
ticular, making a query to the database requires interaction among all
the contributing operators. Thus, each contributor must ensure that its
private server is online and available to participate in the computation
of each query’s response. Maintaining a networked server may not be a
prohibitive cost, but it is a cost that is not present in the trusted third-
party model, where each operator can hand its private anomaly catalog
to the trusted party and go offline.

1 While query results may leak sensitive information, secure MPC does not address this

type of privacy violation. To prevent this type of leakage, different tools are needed, and
a differential privacy solution to combat leakage that would naturally result from query
responses is discussed in the next section.
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While secure MPC is widely recognized as a great theoretical
breakthrough within the cryptographic community, the inefficiency
of existing protocols has prevented its widespread use in practical situ-
ations. In fact, while any function can be computed securely using an
MPC protocol, such a secure computation can be orders of magnitude
slower than the corresponding insecure calculation. For many years,
any type of secure computation was seen as impractical. However, the
rapid pace of development on the underlying cryptographic algorithms
has pushed many previously inefficient solutions into the realm of the
practical. In this situation of securely aggregating anomalies, the data-
base queries envisioned are fairly simple (e.g., counting the number of
anomalies satisfying certain criteria), and the resulting secure compu-
tation can likely be made to be extremely efficient.

Secure MPC protocols provide a means for converting a publicly
known function on private inputs into a protocol that securely com-
putes the result of the public function, without revealing each partici-
pant’s private input. In this case, the function takes a list of anomalies
from each operator, and a database query (e.g., “how many anomalies
occurred in a given region in a given time-frame?”) and outputs the
anomalies that satisfy the criteria specified by the query.? At a high
level, most secure MPC protocols work by first transforming the public
function into a circuit that computes the same functionality. Using
the (public) circuit representation of the function, the participants in
the protocol work to securely evaluate the circuit one gate at a time.
Secure MPC protocols are often inefficient for two reasons: First, the
circuit representation of a function may be extremely large; and second,
securely evaluating each individual gate of the circuit requires perform-
ing cryptographic operations which can themselves be fairly compu-
tationally intensive. Improving the computational efhiciency of secure
MPC protocols is currently an active research area within the crypto-
graphic community.

2 'This is just one example of a simple functionality that could be computed using secure
MPC. Secure MPC protocols could be used to securely emulate any other database function-
ality. Thus, instead of returning the list of matching anomalies, it could return only a count
of the number of anomalies that matched, or the average number of matches per hour, or the
number of distinct satellites that experienced anomalies, etc.
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Closely related to secure MPC is the notion of private informa-
tion retrieval (PIR) (Ostrovsky and Skeith, 2007). PIR is a crypto-
graphic tool to allow an individual to query a database while keeping
the query itself private from the database. Most PIR protocols work
by allowing a client to create an encrypted query in such a way that
the database operator can run this encrypted query on the database to
generate an encrypted response. The privacy ensures that the encrypted
database response cannot be decrypted by the database operator (that
would leak information about the query) but only by the client who
generated the encrypted query. For a survey of existing PIR protocols
see the work of Ostrovsky and Skeith (2007).

Although efficient and secure PIR protocols exist, the question
of building a secure, collaborative anomaly database does not fit well
within the PIR framework for many reasons. First, building a commu-
nity anomaly database is a question of how individual operators can
combine their private catalogs in a way that is both privacy-preserving
and beneficial to the community, and not simply a question of how an
existing database can be accessed privately. Second, most PIR proto-
cols are not designed to limit the amount of information obtained by
the database client. Third, PIR protocols are not easily combined with
tools like differential privacy (described in the next section) that limit
the leakage from query responses. Thus, traditional PIR protocols will
likely not be relevant in this scenario, and more general MPC protocols
are needed.

A Differential Privacy Solution

Once an aggregate anomaly database is created (either under the con-
trol of a trusted party or virtualized through a secure MPC), the ques-
tion remains whether simply providing access to the database can
violate the privacy of contributors. For example, as the entries in the
database increase in specificity, it is more likely that individual assets
can be uniquely identified by publicly available characteristics in the
database. On the other hand, the value of the database is diminished
if fewer elements of the anomaly could be revealed to the community.
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This highlights a fundamental trade-off between the utility of the
database and the privacy of the contributors. To address these concerns,
various techniques can be adopted to further anonymize the database
records while minimally impacting the utility of the database as a tool
in identifying patterns of anomalies.

For example, it may be that simply revealing the position and
velocity of a satellite during the recorded anomaly still divulges too
much information about the identity of the specific satellite. To combat
this, instead of giving position and velocity of the satellite that encoun-
tered the anomaly, the database could instead record the satellite’s local
time or L-shell. Recall that L-shell is a parameter corresponding to the
distance from the center of the Earth (in R}) at which a set of mag-
netic field lines crosses the geomagnetic equator. A given L-shell value
prescribes the satellite’s location along a particular shell of magnetic
field strength, which is important in understanding what part of the
magnetosphere it is in—and, therefore, which plasma populations it is
exposed to. Thus, revealing the L-shell at the time of anomaly may be
almost as useful as revealing the exact position. But without the mag-
netic latitude, the exact location of the satellite is still partially hidden:
That is, since L-shell values without a magnetic latitude don’t imply
a particular distance from the Earth, the precise position and satel-
lite orbit-type may still be concealed, while the information useful for
anomaly investigation is shared.

While such anonymizing techniques may prove useful, it can be
difficult to assess their impact on the utility of the database and the
privacy of the contributors. For example, exactly how much informa-
tion is leaked by revealing a satellite’s L-shell? Is this below an accept-
able threshold? How much utility is gained by learning only the L-shell
where an anomaly occurred? Answering these questions may be diffi-
cult, or impossible, in the case of anonymizing via L-shells. Examples
of ad hoc anonymization techniques that have failed to achieve the
desired level of privacy can be found in the survey of Heffetz and Ligett
(2013).

While analyzing the leakage of various ad hoc anonymizing tech-
niques is often difficult or impossible, approaching anonymization
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in a statistically rigorous way allows the leakage to be quantified and
bounded, and privacy can be ensured.

One successful framework for developing and studying anony-
mizing techniques is the notion of differential privacy (Dwork, 2006;
Dwork, 2008), which provides very general and provably secure anony-
mizing techniques—and “differentially private” anonymizing provides
the strongest possible guarantees of security for database contributors.

Given a database of sensitive information, a mechanism for accessing
these data is called differentially private if the impact on any individual’s
privacy is the same whether or not his data is included in the database.
In the satellite scenario, this means that a mechanism implementing an
anomaly database would be differentially private if the amount of infor-
mation leaked about any operator’s assets would be essentially the same
whether or not his assets were included in the database. This is a very strong
privacy guarantee and can be applied very generally.

Returning to the example of anonymizing via L-shells, it can be
very difficult to estimate just how much privacy is gained (and utility
is lost) by revealing only the L-shell of the satellite experiencing the
anomaly. On the other hand, by using a formal differentially private
mechanism, the exact amount of privacy gained (and utility lost) can
be quantified and analyzed.

Differentially private systems work by adding small perturbations
to the values in the database. The difficulty lies in finding perturba-
tions that are small enough that they do not affect aggregate statistics,
but are large enough that they can hide individual records in the data-
base. To create useful and powerful differentially private mechanisms,
it is important to allow the perturbations to vary. Thus, to achieve
differential privacy, a curator sits between the database and the client.
The curator moderates the queries posed by the client and the subse-
quent responses from the database to ensure differential privacy for
the contributors to the database.’ Essentially, the curator’s role is to

3 This is the notion of interactive differential privacy. A separate notion of non-interactive
differential privacy exists, where the database is processed once, then released to the public
without any further intervention by a curator. This processing must be such that it effectively
protects the privacy of the contributors while still maintaining the utility of the database.
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add perturbations to the database responses in such a way that privacy
is ensured for each record in the database. Designing a differentially
private mechanism, then, amounts to finding distributions of pertur-
bations that have minimal effect on the statistics being computed and
provide mathematically provable privacy guarantees for the underly-
ing data. Differentially private database mechanisms exist, and efhi-
cient solutions strive to achieve the maximum privacy protection while
incurring the minimal loss in utility. An overview of the mathematics
of differential privacy can be found in the survey of Heffetz and Ligett
(2013).

While differentially private mechanisms exist in general, their
efficiency depends on what types of queries are being made. In the
setting of anomalies, the class of useful queries is extremely simple,
making it especially suitable for a differentially private mechanism. The
most useful queries are likely “count” queries; e.g., counting how many
anomalies occurred in a specific time frame, and specific region. Dif-
ferentially private mechanisms for count queries can be made excep-
tionally efficient (Dwork et al., 20006).

It is important to note that differentially private mechanisms can
be employed whether operators use an approach based on a trusted third
party or a secure MPC. If a trusted party (e.g., NOAA, an FFRDC)
is employed to manage the aggregate database, it can also serve as the
curator, modifying responses to database queries in accordance with the
specifications of the differential privacy mechanism. For example, if sev-
eral satellites all in the same region of local time, orbit, or altitude experi-
ence an anomaly, the trusted party/curator may alert only those owners
whose satellites are in the same region. Alternately, if the database con-
tains information about satellite design factors or components with a his-
tory of anomalies under certain conditions (like the ASIC database men-
tioned earlier), especially those that are common to multiple satellites,
the users could query whether other satellites with similar components
experienced anomalies recently or in the past under similar conditions. If
the operators replace the trusted party with a secure MPC, the function-

We will focus on the interactive setting, however, because the interactive solutions for dif-
ferential privacy are significantly more powerful than their non-interactive counterparts.
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ality of the curator can be easily rolled into the secure computation itself,
thus ensuring that users only ever see the curated output of their queries.
While using secure MPC to implement the differentially private
mechanism may be inefficient, full-blown MPC is not needed for some
simple types of queries. For example, the DJoin system allows users
to calculate differentially private database “join” queries without the
need of a trusted curator using an efficient lightweight MPC proto-
col (Narayan 2012). Using a tool like DJoin, satellite operators could
implement simple count queries (e.g., “How many anomalies of a cer-
tain type occurred in a certain region?”) in a differentially private way
without the need for a trusted party to host the database, and without
the computational overhead of a full secure MPC protocol.
Cryptographic methods such as secure MPC protocols and differ-
entially private mechanisms may fall within the purview of DARPA’s
PROCEED program. These techniques could be applied and tailored
to the problem of securely sharing satellite anomaly information as a
use case for PROCEED, contributing to improved anomaly diagnosis
systems that would benefit the broad community of satellite operators.

Remaining Privacy Concerns

Specificity of Anomaly Records

Regardless of whether operators aggregate their data through a trusted
party or through a secure MPC protocol, individual contributors can
decide which pieces of anomaly data they will share at any given time.
For example, an operator may prefer not to reveal what exact compo-
nent experienced the anomaly to avoid implying a particular manufac-
turer is at fault before more information is available. Perhaps they can
just reveal the subsystem or functionality that was affected (e.g., navi-
gation or communications). If a differentially private mechanism is in
place, then users can always contribute their most accurate information
without a privacy risk.
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Inclusion of Classified Sources

While an aggregate anomaly database would benefit all satellite oper-
ators, civil government agencies and commercial satellite operators
would be the most likely contributors. Satellite operators in DoD that
manage classified assets may be less likely to contribute. Currently, the
Aerospace Corporation manages classified anomaly databases for some
DoD satellites (O’Brien, 2012). It is likely these classified databases
would remain the preferable method for cataloging DoD anomalies,
as sharing some of the information outside DoD could be considered
an unacceptable risk to national security. Indeed, it is possible that
DoD might not accept any third party or commercial entity outside of
the United States government as the steward of a centralized database
including comprehensive information on DoD satellites. That said,
whether agencies like the DoD choose to contribute information or
not, the information contributed by the community could still be used
to benefit DoD by augmenting and comparing with any internal clas-
sified databases that are being maintained. Note, however, that there is
precedence for operators of DoD satellites contributing some (limited)
anomaly information to the NGDC database—only those data the
DoD is comfortable releasing publicly. These contributed data may be
as simple as only a date or time but may still be more useful to other
operators than a lack of information. The DoD and its satellite opera-
tors would have to use their discretion to determine what anomaly
information they are willing to contribute to a centralized database.

Public vs. Private Output

Any centralized anomaly database could also have different tiers of
access, whether it is implemented by a trusted party or a secure MPC
algorithm. For example, only a small amount of generalized statistical
information could be made available to the general public (“approxi-
mately ten satellites experienced upsets within the past day in the pre-
dawn sector”), but more detailed information could be available to
agencies with a higher clearance. A similar tiered structure could be
used to distinguish access between domestic and international users,
which may be important to both DoD operators and commercial users
for compliance with the International Traffic in Arms Regulation. A
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balance must be struck between how much data would be useful and
how much data the majority of participants would be willing to share.
Exactly which information is provided to which users is beyond the
scope of this report, but this serves to highlight the versatility of a
secure MPC protocol: Any tiered access structure that could be imple-
mented with a trusted party could also be implemented using secure
MPC, without the need of a trusted party.



CHAPTER FIVE
Observations and Recommendations

Having conducted a literature review, discussions with subject matter
experts, and an overview of potentially useful encryption strategies, we
arrive at the following observations and recommendations.

* A centralized and standardized satellite anomaly database is rec-
ognized by subject matter experts from NOAA, the Aerospace
Corporation, and numerous commercial companies as a poten-
tially valuable resource for the satellite operator community. Such
a database would aid in anomaly investigations, thus reducing
costs and increasing efficiency. As a side benefit, it could also con-
tribute to the scientific understanding of the real-world impacts of
the near-Earth space environment, consistent with the scientific
goals articulated by the National Science Foundation’s Geospace
Environment Modeling (GEM) program (2012), and NASA’s
Living With a Star (LWS) program (2012).

* A single, centralized database could offer advantages over mul-
tiple, smaller databases. Multiple smaller databases already exist,
as described in Chapter Three. However, they tend to be either
broadly available but incomplete (e.g., the NOAA NGDC and
SND databases) or highly detailed but not broadly available (e.g.,
the ASIC database). Individual satellite operators often maintain
their own internal anomaly databases, a practice that would be
useful for DoD as well. But these multiple databases vary in accu-
racy and content. A centralized database could reduce the dupli-
cation of effort involved in maintaining multiple databases with

51
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the same (or similar) information, while providing data that is
both detailed and broadly available.

* 'The development of a centralized satellite anomaly database that
would be useful to the broad satellite community is hindered by
concerns about sharing proprietary information, as well as the lack
of available resources to develop and maintain such a database.
Concerns over sharing of proprietary information are perhaps the
most significant obstacle for companies in the commercial sector.
The lack of resources for development and maintenance is a prob-
lem in the civil or defense sector of government, which would
likely include organizations that could serve as trusted third par-
ties, and for those that could develop encryption technologies
that could obviate the need for a trusted third party.

* Cryptographic techniques such as secure MPC and differential
privacy may help overcome inhibitions of commercial satellite
operators to share anomaly information, thus contributing to
greater benefit throughout the satellite operator community. The
proposed methods discussed in this report are merely overviews
of relevant concepts, but they show promise and could be further
developed and applied to contribute to a comprehensive solution.
This is a potential use case for DARPA’s PROCEED program,
which seeks to develop methods that enable computing with
encrypted data without first decrypting it.

* Automated “satellite as a sensor” methods for identifying and
cataloging anomalies may significantly reduce the workload of
those investigating satellite anomalies. Such systems can enhance
both cataloging and categorization efforts and improve space situ-
ational awareness. They can also be used as an alternative to data
sharing to help diagnose anomalies from the telemetry of a single
satellite.

In summary, additional research into applying the methods dis-
cussed to satellite anomaly identification and secure sharing could
enable enhanced and efficient anomaly diagnosis by the broader satel-
lite operator community. Ultimately, for such efforts to succeed, the
commercial satellite operator community must be convinced that the
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sharing mechanism meets their privacy standards and
that the benefit of sharing is worth the effort and per-
ceived risk. It is likely that commercial and DoD oper-
ators would provide only limited information to such a
database at their own discretion, but given that no pub-
licly available, trusted, and updated database currently
exists, this would still be an evolutionary improvement.
Another positive step would be allotment of resources
to those third-party entities that would be trusted to
serve as stewards of the database (i.e., federal agencies
or FFRDC:s), or innovative business plans that would
enable stewards of existing private databases (such as
insurance corporations) to facilitate sharing of anomaly
information via incentives for clients willing to partici-
pate, or aggregated publication of anomaly data that
does not reveal identity.
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Satellite anomalies are mission-degrading events that negatively affect on-orbit
operational spacecraft. All satellites experience anomalies of some kind during
their operational lifetime. They range in severity from temporary errors in
noncritical subsystems to loss-of-contact and complete mission failure. There is a
range of causes for these anomalies, and investigations by the satellite operator
or manufacturer to determine the cause of a specific anomaly are sometimes
conducted at significant expense.

Maintaining an anomaly database is one way to build an empirical under-
standing of what situations are more or less likely to result in satellite anomalies,
and help determine causal relationships. These databases can inform future
design and orbital regimes, and can help determine measures to prolong the
useful life of an on-orbit spacecraft experiencing problems. However, there is no
centralized, up-to-date, detailed, and broadly available database of anomalies
covering many different satellites.

This report describes the nature and causes of satellite anomalies, and
the potential benefits of a shared and centralized satellite anomaly database.
Findings indicate that a shared satellite anomaly database would bring sig-
nificant benefits to the commercial community, and the main obstacles are
reluctance to share detailed information with the broader community, as well as
a lack of dedicated resources available to any trusted third party to build and
manage such a database. Trusted third parties and cryptographic methods such
as secure multiparty computing or differential privacy are not complete solutions,
but show potential to be further tailored to help resolve the issue of securely
sharing anomaly data.
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